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• The control of 
sensitive technologies 
is urgently required 
not only by the 
universities in the 
United States, but also 
in other countries like 
Japan.

Background
Recently…
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• At our university there 
is only one expert on 
security export 
control to advise 
thousands of  
researchers

• This person is me

Background
Existing Problem
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• While talking to a 
university matchmaker I 
found out there is 
someone at our 
university who works on 
knowledge and dialogs

• We decided to 
collaborate 

Background
Export Security + NLP
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Could a dialog system help me with my work?5



• A dialog system that
• can answer security 

export control-related 
inquiries 

• can clarify vague 
questions

• can decide when human 
expert is required
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• What data is available?
• Regulatory documents 

("The Matrix") describing 
detailed rules with 
regards to controlled 
technologies, materials, 
etc. (2661 sentences in 15 
categories as "Nuclear" or 
"Bio-weapons", XML format , 
Japanese language) 

• Glossary of domain-
related important terms 
made by government 
experts (5619 words as 
"Weighted TeraFLOPS" "digital" 
or "oil" meant for human users)
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How to go beyond keyword search of regulatory texts?8



• We need inquiry 
examples!
• Most of the inquires 

are made by phone

• Available dialog 
corpora are usually for 
task-oriented 
scenarios (reservation, 
tourist information, 
etc.), FAQ and chats

• Not many "long-form" 
expert sets, yet none 
for Japanese
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• The only source we 
found
• 564 question-answer 

pairs from Japanese 
Center for 
Information on 
Security Trade 
Controls*

• We extracted them 
from their guideline 
pdfs and 548 left 
after removing those 
using images in 
inquiries or replies

* https://www.cistec.or.jp/english/index.html 10



• User:
• One of our products is a lubricant oil. This product is mainly 

composed of ingredients regulated in Section 5 (12), but it is 
designed and manufactured only for use as a lubricant, and we 
have not confirmed its actual use as a refrigerant in electronic 
equipment. Is it correct to assume that such products cannot be 
used as refrigerants, and that they do not fall under item 5(12)?

• Expert:
• If it is judged that the product cannot be used for the regulated 

application based on the specifications at the time of 
manufacture and actual examples of use, it may be judged as 
not applicable. We recommend that you keep the information 
that forms the basis for your judgment in some form, such as by 
storing it in writing together with the documents used to 
determine whether the product is applicable or not.
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• Both of authors have labelled all answers with the following four 
categories:

• “Controlled” (95 pairs)

• “Not Controlled” (138 pairs)

• “Requiring Confirmation” (139 pairs)

• “Other” (176 pairs)

Human Annotation

12



• By using all keywords from the expert-made glossary we 
annotated all pairs with important terms

• By matching article numbers from the regulatory documents we 
have annotated inquiries and replies with these numbers

Automatic Annotation

Answer Type

Article Number

Glossary Term

Manual

Automatic

Automatic



• Conclusion
• We have collected a set of 

548 pairs of inquiries and 
replies regarding security 
export control.

• We have annotated them 
manually with four types of 
answers and automatically 
with glossary keywords 
and article numbers.
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• Fine-grained categorization:

• As the "Other" category is the 
largest one, we are considering 
to divide it into “defining”, 
“confirming” and “clarifying” 
types.

• These labels might be useful 
also for categorizing questions.

• Dataset extension:

• We plan to deliberately remove 
parts of inquiries and add 
clarifying questions to go 
beyond simple question-
answering schema and make 
more sophisticated tests in 
dialogue-like scenario.

Future Work
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Rafal RzepkaAkihiko Obayashi

Thank you for your kind attention!
Contact us if you are interested in the data or helping us develop the dialog system for security export control!

This work was supported by JSPS KAKENHI Grant Number 20K12556. 



Comparison of term and article number overlaps between human 

Results


